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Atreauction

Advancements of scientific foundation in cyber -security rely on
availability of accurate, precise, andnon-ambiguous:

V definitions of software weaknesses (bugs) and
V descriptions of software vulnerabilities .

This tutorial will demonstrate how you can more accurately and quickly diagnose and
describe vulnerabilities using the Bugs Framework (BF).



Problems With Current Bug Descriptions
Need for Structured Approach
The Bugs Framework (BF)
T Developed BF Classes
T The Buffer Overflow (BOF) Class
T Examples of Applying BOF
T EXxercises on Applying BOF
Other BF Classes

T Injection (INJ), Control of Interaction Frequency (CIF),
Faulty Operation (FOP), and Cryptography (CRY)

Next Steps



urrent Bug Descriptions

The rise in cyberattacks leads to considerable community and government efforts to record
software weaknesses, faults, failures, vulnerabilities and attacks.

Common Weakness Enumeration (CWE) However, CWE has problems:
C" uf kevkgqgpclas{oHougianflagin gt { "  Definitions are imprecise and inconsistent.
software. It is the best dictionary by far. . Gp Vvt g goodrse grantdyr bundle lots of
More than 600 distinct classes, e.g., stuff, e.qg. (?onsequences and likely attacks.
buffer overflow . Coverage isunevenT
directory traversal some combinations well represented and
OS injection others not represented at all.

race condition No mobile weaknesses, e.g., battery drain,
cross-site scripting

hard-coded password physical sensors (GPS, gyro, microphone, h
insecure random numbers. res camera), unencrypted wireless
communication, etc.

< <K <LK<LK<LKKLKKL

http://cwe.mitre.org/



http://cwe.mitre.org/

e.g. Buffer Overflow

Writes before start and after end:
CWE346<"Dwhhgt " Wpfgtytkvg"*XDwhhgt" Wpfgthngqgy) +
CWE120: Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')

vVersus

Writes (not expressed in title) in stack and heap:
CWE121: Stack-based Buffer Overflow
CWE122: Heap-based Buffer Overflow.



CWEST To0 Det

e.g. Path Traversalt CWE for every tiny variant:
CWE23:
CWE24:
CWE25:
CWE26:
CWE27:
CWE28:
CWE29:
CWE30:
CWE31:
CWE32:
CWE33:
CWES5 6 <" Rcv) "Vtcxgtucn<")000011X
CWES35:

Relative Path Traversal

Path Traversal: '..ffiledir X

Path Traversal: '/../filedir X

Path Traversal: '/dirl 001 hkngpcogX
Path Traversal: dirl 001001 hkngpcogX
Path Traversal: " \filedir X

Path Traversal: \.\h k ngpcogX

Path Traversal: \din.\h k ngpcog X

Path Traversal: din.\.\h k ngpcog X
Path Traversal: "..." (Triple Dot)

Path Traversal: "...." (Multiple Dot)

Path Traversal: ".../...II'



Soltware Fault Patterns (SFP)T

mproeve.on CW
SFP cluster CWEs into
categories. Each cluster is
factored into formally defined
attributes, with sites
LhagqgvjgnfulY+
properties, sources, sinks, etc.
SFP is a description of an family

of computations that are:

V Described as patterns with an
invariant core and variant parts.

V Aligned with injury.
V Aligned with operational views and
risk through events.

V Fully identifiable in code (discernable).

V Aligned with CWE.

V With formally defined characteristics.

S

CWE119:Improper Restriction of Operations within the Bounds
of a Memory Buffer

Summary: The software performs operations on a memory
buffer, but it can read from or write to a memory location that is
outside of the intended boundary of the buffer.

Extended descriptionCertain languages allow direct addressing
of memory locations and do not automatically ensure that thesg
locations are valid for the memory buffer that is being
referenceﬁi is can cause read or write opergtions to be

6%: eeryiﬁca n atld1ay be associated with
other variables, data structures or internal program data. As a
result, an attacker may be able to execute arbitrary code, alter
the intended control flow, read sensitive information, or cause
the system to crash.

CWE120:Buffer Copy without Checking Size of Input (‘Classic
Buffer Overflow’)

Summary: The program copies an input buffer to an output
buffer without verifying that the size of the input buffer is less
than the size of the output buffer, leading to a buffer overflow.
Extended DescriptionA buffer overflow condition exists when

a program attempts to put more data in a buffer than it can
hold, or when a program attempts to put data in a memory area
outside of the boundaries of a buffer.

Common ConsequenceBuffer overflows often can be used to

execute arbitrary code. Buffer overflows generally lead to
crashes.

Parameters -

119 -
Improper
Restriction of
Operations
within Bounds
of Buffer

120 - Buffer
Copy without
Checking Size
of Input

121 - Stack
Overflow

122 - Heap
Overflow
123 - Write-
what-where
Condition

124 - Buffer
Underwrite

125 - Out-of-
bounds read

126 - Buffer
Overread

127 - Buffer
Underread
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a
a
a
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a
a
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Semantic Templates (STs) T
mprove on CWESs, too

. . CWE119:Improper Restriction of Operations within the Bounds ) - Boundary
. STs build mental models, which of a MemoryBuffer Parameters Accesskind | Accessposition | [ cooieq
Summary The software performs operations omemory
help us u nderstand SOftware buffer, but it canread from or write to a memory location that is
outside of the intended boundary of theuffer.
Weakn esses. Extended descriptionCertain languages allow direct addresz’1g
of memory locationsanddo not automatically ensure that these |[119 - Improper
I I locations are valid for the memory buffer that is being Restriction of
s EaCh ST IS a hu man and maChIne referenced This cartause read or write operations to be Operations a a a a a a a
I performed on memory locations that may be associated with  |within Bounds of
u nderStanda‘bIe represe ntatlon other variables, data structures, or internal program datAs a Buffer
Of: resu_llt, an attacker may be able execute a_1rbitrary _code, alter 120 - Buffer
the intended control flow, read sensitive information, or cause ;
h h Copy without 3 3 3 3 e &
1. The software faults that lead to a the system to cras Checking Size
of Input
weakness. -
121 - Stack 5 5 5 = 5
2. The resources that a weakness CWE120:Buffer Copy without Checking Size of Ingi@lassic Overflow a a a a -
Buffer Overflow)
affects. Summary The program copies an inphtiffer to an output g/zer_ﬂ:?vap a a a a a
3. The weakness attributes. buffer without verifying that the size of thénput buffer is less 123 - Write-
. . than the size of the outpubuffer, leading to duffer overflow. what-where a 3 3 3 E
4. The consequences/fallures reSUItmg Extended DescriptionAbuffer overflow condition exists when Condition
from the weakness. aprogram attempts to put more data in a buffer than it can 124 - Buffer - - " - .
hold, or when a program attempts to put data in a memory Underwrite a a a a a
area outside of the boundaries of a buffer 125 - Out-of- 5 5 5 5 5
Common ConsequenceBufferoverflowsoften can be used to [ “ = = o a a a a a
execute arbitrary code Bufferoverflowsgenerallylead to
crashes 126 - Buffer a E ] E E
Overread
127 - Buffer a 3 ] a ]
Underread




Semantic Templat

ve on CWE:

CWE119: . o Boundary
SOFTWAREAULT NTEGER INTEGER a Parameters Access kind Access position ded
COERCION OVERFLOW HAKSEEZEOF STRING MISSING ) exceedae
ERROR #1804680 VAL vES Ry N Summ e software perforqs operations oma
ERRORS R #231 #785 #134 #1251 — but it can
#1?&;;.95 #191 RETURN OF POINTER @m@) i 7
VALUE OUTSIDE OF #0242
EXPECTED RANGE APIABUSE .
BUFFER-SIZE- AroUD ) /POINTER e FRGPERNUL = PROPER USED Extended descriptionCertain languagedallow direqt addreszag
CALCULATION RROR #128 ERRORS TERMINATION FREED MEMORY \
#467 #468 #170 #415#416 lly ensurg that these (119 - Improper
i INCORRECT- T S VALDATIONOF KNG 2 O IPUT Restriction of
VALIDATION CALCULATION INCONSISTENCY ARRAY INDEX ('CLASSIC BUFFER OVERFLOW) . ~ ~ ~ ~ 3 X
#20 #682 #129#789 #120 Operatlons a a a a a a a
within Bounds of
CAN
g _ iAsa |Buffer
CAN PRE-CEDE result, an attacker may beNgple éxecutearbitrary gode alter 120 - Buffer
WEAKNESS . .
informatign, orcause ;
ACCESSAND h h Copy WIthOUt 5. é. é. é. 6~l é-
OUT-OF BOUNDS ggi%sjﬁgsnwo;:; t e SyStemto cras Checking Size
RE@?;}?S‘;SHE‘ #787,#788, #124 f I t
. of Inpu
FAILURETO CONSTRAIN . H h h 1 f ! | H 121 - StaCk é. é é. é é.
FAILURETO CONSTRAIN CWE120: Copy without C ng Sjze of Inpitlassic Overflow
BOUNDS OF A MEMORY
BUFFER Y
#119
: J 122 - Hea = = = = =
Ty The program copies an jnphotiffer to an output Overflow P a a a a a
RESOURCE/LOCATION without verifying that the size of theénput is less -
IMPROPER-ACCESS-OF- STACK-BASED . . 123 - erte-
INDEXABLE-RESOURCE#118 21 than the size of the output ading to & . what-where a 3 3 3 3
INDEX Extended DescriptionA condition exists when Condition
am (POINTER #466
INTEGER #12 aprogram attempts to put moye data in & than it can - - - - -
OCCURS IN I h ts o put data in a 124 - Bu_ffer E E 5 3 3
T , or when a program mpts to put data in & Underwrite
BUFFER RESOURCE . .
#119 BART-OF s outside of the b daries of & 125 - Out-of- 5 5 5 5 5
Common Guences often can be used to a a a a a
= e arbitrary code generallyleagto befliesliead
CARREGERE CONSEQUENCES UNCONTROLLED rash 126 - B £
e crashes v a a a a a
WRITE-WHAT-WHERE #789 Overread
COVl[l)IZLION INFORMATION
127 - Buffer a & a a a
Underread




FRP & ST Have Problems, Too

Software Fault Patterns (SFP):

V tHcevqgqt Yy"ygcmpguugu"kpvqg"rctcogvgtu. "

V But:
AfgpXv"kpenwfg"wruvtgco"ecwugu"gt"eqpugswgpegu. "cpf
A are based solely on CWES.

Semantic Templates (ST):

V Collect CWEs into four general areas:
h Software-fault
h Weakness
h Resource/Location
h Consequences.

V But:
A are guides to aid human comprehension.



Need for Structured Approach

U Without accurate and precise classification and comprehension of all possible types of
software bugs, the development of reliable software will remain unnecessarily challenging.

U As aresult newly delivered and legacy systems will continue having security holes despite
all the patching to correct errant behavior.
We are working on a good structure for bugs descriptions.

For analogies, |l etds | ook at son
welkk nown organi zational structures i1
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Greeks used the termselement and atom.

Aristotle: substances are a mix of Earth, Fire, Air, or Water.
Alchemists cataloged substances, such as alcohol, sulfur, mercury, andsalt.
Periodic table reflects atomic structure & forecasts properties of missing elements.

1

H

3 4

Li | Be

11 112

Na | Mg

1920 [21 [ 2223 [ 24 [25 . 27

K |G [Sc|Ti |V [Cr|[Mn Co

37 | 38 | 39 | 40 | 41 | 42 | 43 | 44 | 45

Rb | Sr | Y | Zr | Nb| Mo | Tc | Ru | Rh

55|56 | 57|72 |73 |74 |75 | 76 | 77

Cs|Ba |-71| Hf [Ta |W |Re | Os | Ir

87 | 88 | 89 | 104 (105|106| 107 | 108 109|110 | 111

Fr [ Ra |-103| Rf [ Db| Sg | Bh | Hs | Mt | Ds | Rg | Cn
57 |58 |59 |60 | 61 |62 |63 | 64 | 65| 66 | 67| 68 |69 | 70 | 71
la |[Ce | Pr [Nd|Pm|Sm |Eu |Gd | Tb | Dy | Ho| Er |[Tm | Yb | Lu
89 |90 | 91 (92 | 93 |94 (95 |96 | 97 | 98 | 99 | 100| 101|102 | 103
Ac[Th [Pa | U | Np|Pu|Am|Cm | Bk [ Cf [ Es | Fm| Md| No | Lr

.Known in antiquity

I:lakw Mendeleev published his periodic table (1869}
|:| akw Deming published his periadic table (1923)

|:| akw Seaborg published his periodic table (1945)
Dalso known when (akw) Levoisier published his list of elements (1789) D also known (ak) up to 2000

[ akto 2012

2 Others to Describe Molecules

(Source: Reich Chemistry)

o
M
."II Hs CogH N0
C}:H
)

(%) 1, 2, 3, 9-terrahydro-9-methyl-3-[(2-methyl- 1H-
imidazol- 1-ylymethyl]-4H-carbazol-4-one

(Source: Wikimedia Commons)


https://commons.wikimedia.org/w/index.php?curid=31017351
http://reich-chemistry.wikispaces.com/Ancient%20Time%20LG

Geagraphic Coordinate System

Specify Terrestrial Location with Latitude, Longitude, and Elevation.

Latitude
{(MNorth /South)
Q0
45
|:|D
455
goes
Latitude waries from O°
at the equator to J0°
Morth and South at the
poles

Specify. !.-"

Latitude
Equatar

Longitude
(West/East)

Longitude waries
from 0 at
zreenwich To 180°
East and West

Elevation Histogram of the Earth’s Crust

elevation
in meters

8,000

6,000

 highest known permanent settlement; La Rinconada, southern Pery (5100 m / 16,728 fit}
(& mining town with a population of around 7,000)

—

4,000

2,000

Sea Level

=2,000

4,000

6,000

-8,000

-10,000

each tick-mark represents 10% of the surface of the earth
(about 51,006,560 km?)

Geographic Coordinate System (Source: \Wikipedia)


http://en.wikipedia.org/wiki/Geographic_coordinate_system

Figure 2: Computed tomography of a comatose patient with a
left temporal epldural haematoma, right parenchymal temporal
lobe haematoma, and a right convexity subdural haematoma
before and after cranlotomy and evacuation of haematomas




[he Bugs Framework (BF)

onrnma e diev:elfoper 6s and testerds 0Best Friendo¢

The Bugs Framework (BF) Is
a precise descriptive language for bugs.



ramework (BF)?

It is a set of classes of faults (bad program states) caused by bugs.

A BF bug class comprises:
U Attributes that identify the software fault.
U Causesthat bring about the fault.
U Consequencesthe fault could lead to.
U Sites in code where the fault might occur.

Causes and consequences as directed graphs.
BF uses precise definitions and terminology.

A factoring and restructuring of information in CWEs, SFPs, and STs and
classifications from NSA CAS, IDA SOAR, and SEI-CERT.



ework (BF)?

BF is descriptive, not prescriptive.
i1t explains what happens. Thereds not enouc
BF is language independent.



Injection (INJ), e.g.
v SQL injection
v OS injection.
Control of Interaction Frequency (CIF), e.g.
v Limit number of login attempts
v Only one vote per voter.

Buffer Overflow (BOF).
Faulty Operations (FOP).
Cryptography (CRY).
Authentication (ATN).
Authorization (AUT).
Information Exposure (IEX).



SE: Buffer Qverflow (BOF)

Buffer Overflow is the best class to begin.

Our Definition:
The software accesses through an array a memory location
that is outside the boundaries of that array.

I This definition is clearer than CWE-119: Improper Restriction of Operations within the Bounds of a

Memory Buffer:
AThe software performs operations on a memory

b

| ocati on t hat I s outside of the i ntended bounda

Related CWEs, SFP and ST

V Related CWEs areCWE119, CWE120, CWE121, CWEL22, CWE1L23, CWE124, CWEL25, CWE
126,CWE127, CWE/86, CWE/87, CWE/88.

V The related SFP cluster isSFP8 Faulty Buffer Access under Primary Cluster: Memory Access
V The corresponding ST is the Buffer Overflow Semantic Template.



https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/123.html
https://cwe.mitre.org/data/definitions/124.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/127.html
https://cwe.mitre.org/data/definitions/786.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/788.html
https://buildsecurityin.us-cert.gov/sites/default/files/Mansourov-SWFaultPatterns.pdf
http://faculty.ist.unomaha.edu/rgandhi/st/bufferoverflowtemplate.pdf

BQF Attributes

Qhvgp"tghgttggf cu"c"gdwhhgt . YY" cp"cttc{"ku
called elements.

V Has a definite size T a definite number of elements are allocated to it.

V Software should not use array name to access anything outside boundary of allocated elements.

V Elements are all of same data type and accessed by integer offsets.

If software can utilize array handle to access any memory other than allocated
objects, it falls into this class.

vV q

An array could be pictured as follows:




BQFE Attrioute

A Access: Read, Write.




BQF Attributes T Boundary

A Access: Read, Write.
A Boundary i which end of the array is violated:
Below (before, under, or lower), Above (after, over, or upper).

HNNRERREENREED




BOF: Attributes T Location

A Access: Read, Write.
A Boundary: Below, Above.
A Location i what part of memory the array is allocated in:
Heap, Stack, BSS (uninitialized data), Data (initialized), Code (text), etc.

{HERERERENREEEEI

return to stringTold()

return to getinvocation()

return to getOneElement()




BQFE Attribute

A Access: Read, Write.
A Boundary: Below, Above.
A Location: Heap, Stack, BSS, Data, Code.
A Magnitude i how far outside the boundary the violation extends:
Small (just barely outside), Moderate (8 to dozens of bites), Far (e.g. 4000).




BQ FE Attribute

A
A
A
A
A

Access: Read, Write.

Boundary: Below, Above.

Location: Heap, Stack, BSS, Data, Code.
Magnitude: Small, Moderate, Far.

Data Size i how much data is accessed beyond the boundary:
Little, Some, Huge.

Natlijonall| Institute of




BQF Attrioutes T F

A
A
A
A
A
A

Access: Read, Write.

Boundary: Below, Above.

Location: Heap, Stack, BSS, Data, Code.
Magnitude: Small, Moderate, Far.

Data Size: Little, Some, Huge.

Reach T one-by-one or arbitrary:
Continuous, Discrete.




FOP

Result fault:
V Int Overflow
V Int Underflow
V Int Coercion
V etc.
Operator:
Operand error:

Data type

Incorrect Calculation

Missing
Factor Incorrect
Argumen

Off By One

Causes

Input Not
Checked Properly

Data Exceeds Arra

Array Too Small
Too Much Data

Incorrect No NULL
Result Terminatio
Wrong Index / Pointer
Out of Range

Incorrect
Conversion

Attributes

Access
V Read
V Write
Boundary:
V Below
V Above
Location:
V Heap
V Stack
Magnitude:
V Small
V Moderate
V Far
Data Size
V Little
V Some
V Huge
Reach
V Continuous
V Discrete

There are only two proximate

causes of BOF:

A Data Exceeds Array

A Wrong Index / Pointer
Out of Range.



Attributes

Access:
v Read
v Write
Boundary:
v’ Below
v Above
Location:
v Heap
v Stack
Magnitude:
v Small
v Moderate
v Far
Data Size:
v Little
v’ Some
v'Huge
Reach:
v Continuous
v Discrete

Admin Server Access
omplete Host Takeov

' onﬁdentialityfAuﬂlenﬁcati
Authorization/Integrity Los

Execution

___________________________________________

T o o — i ———— —— — —

Shows what could
happen due to the fault.



Causes

Input Not
Properly Checked

FOP

Result fault:
V Int Overflow
V Int Underflow
VInt Coercion
Vetc.
Operator:
Operand error:
Data type

Incorrect
Result

Incorrect Calculation

Incorrect
Argumen

Off By One

Missing
Factor

Incorrect
Conversiop

No NULL
Terminatio

Wrong Index /

Pointer Out of Range

Attributes

Data Exceeds Arra

Array Too Small

Too Much Data

Access
V Read
V Write
Boundary:
V Below
V Above
Location:
V Heap
V Stack
Magnitude:
V Small
V Moderate
V Far
Data Size
V Little
V Some
V Huge
Reach
V Continuous
V Discrete

“Attributes, and Consequences

Consequences

Altered Control Flo

Incorrect Result3
Program Crash

Resource Exhaustio

./ Denial Of
Service

_____

Admin Server Access

ACI omplete Host Takeovef

onfidentiality/Authenticatio
Authorization/Integrity LoSs

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

e ———



A Site: location in code that a fault may occur. Places to check for this bug.
A Buffer Overflow may occur at:

V' use of [ ] operator in C

V' use of unary * operator with arrays in C

V' use of string library functions, such as strcpy() or strcat|().



BQEI Example 1T BF Explains Techniques

Canaries
i Extra memory above and below an array with unusual values, e.g., OXDEADBEEF.
i Useful with attributes:
h Write Access
h Small Magnitude.
Address Space Layout Randomization (ASLR)
i Allocate arrays randomly about memory.

u  Useful with attributes:
h Heap Location

h Stack Location T limited.
xxXRead-only pages
xxx(others from BOF paper)



BOF: Example 2 Heartbleed)

SERVER, ARE YOU STILL THERE?
IF 50, REPLY “BIRD" (4 LETTERS).

J

HuM....

(Source: hitp://xked.com/1354)



http://xkcd.com/1354

deartbleed)

CVE2014-0160 (Heartbleed): fhe (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1
before 1.0.1g do not properly handle Heartbeat Extension packets, which allows remote attackers
to obtain sensitive information from process memory via crafted packets that trigger a buffer over
read, as demonstrated by reading private keys, related to d1_both.c and t1_lib.c, aka the
Heartbleed bug’

[1] The MITRE Corporation, CVE Common Vulnerabilities and Exposures;\VE2014-0160.



https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160

Heartbleed description using BOF taxonomy:

key=14835038Isabe

A Input Not Checked Properlyeads to

A Data Exceeds Arrayspecifically Too Much Datg),

A where a Huge number of bytes

A are Readfrom the Heap

A in a Continuousreach

A After the array end,

A which may be exploited for Exposureof Information
that had not been cleared

CVE2014-0160 (Heartbleed): ifhe (1) TLS and (2) DTLS implementations in OpenSSL 1.0.1 before 1.0.1g do
not properly handle Heartbeat Extension packets, which allows remote attackers to obtain sensitive
information from process memory via crafted packets that trigger a buffer ovetread, as demonstrated by
reading private keys, related to d1_both.c and t1_lib.c, aka the Heartbleed bug.



QF:! Example 2 Hea

Sensitive

Info Uncleared Before
Release

Input Not
Checked Properl

Too Much Data

Access:
V Read

Boundary:

V Above
Location:
V Heap

Magnitude:

V Far
Data Size

V Huge
Reach
V Continuous

/

Information
Exposure

key=14835038Isabe




Use BF to describe known software vulnerabilities or to identify gaps in existing repositories:

1) Ghost: BOFA CVE2015-0235
2) Chrome: BOFA CVE2010-1773
3) CWE gaps: BOFA Refactoring CWEs



¥

BOFE: Exercise 1 (Ghost

Ghost: CVE2015-0235

https://samate.nist.gov/BF/Tutorial.docx



https://samate.nist.gov/BF/Tutorial.docx

BOF: Exercise 1 (Ghost)y CVE2015-0235

Create a BF description of CVE2015-0235:

1. Examine the listed below CVE description, references, and source code excerpts with the bug
and the fix.

2. Analyze the gathered information and come up with a BF description utilizing the BOF
taxonomy (causes, attributes, and consequences).

CVE2015-0235 (Ghost): Heap-based buffer overflow in the _ nss_hostname_digits_dots
function in glibc 2.2, and other 2.x versions before 2.18, allows contextdependent attackers to
execute arbitrary code via vectors related to the (1) gethostbyname or (2) gethostbyname?2
hwpevkgp. "cmc" I JQUVOY" ] 8 _

[6] The MITRE Corporation, CVE Common Vulnerabilities and Exposures,\VE2015-0235.
[7] Openwall, bringing security into open environment, Qualys Security Advisory CVE2015-0235.,
[8] Qualys Security Advisory CVE2015-0235.



https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2015-0235
http://www.openwall.com/lists/oss-security/2015/01/27/9
https://www.qualys.com/2015/01/27/cve-2015-0235/GHOST-CVE-2015-0235.txt

‘At Source Code

Code With Bug

=]

/* palculate size incorrectly®/f
size needed = (sizeof (*host addr)+ sizeof (*h addr ptrs)
+ strlen (name) + 1);

host addr = (host addr & *) *buffer;
h addr ptrs = (host addr list t *)((char *) host addr
+ gizeof (*heost addr));
hostname = (char *) h addr ptrs + sizeof (*h addr ptrs);
resbuf->h name = strecpy (hostname, name);

Code With Fix

W B

LN

/* calculate size incorrectly®/f
size needed = (sizeof (*host addr) + sizecf (*h_addr ptrs)
+ sizeof (*h alias ptr) + strlen (name) + 1);

host addr = (host addr & *) *buffer;
h addr ptrs = {(host addr list t +*){(char*) host addr
+ gsizeof (*host addr));
hostname = (char*) h addr ptrs + sizecf (*h _addr ptrs);
resbuf->h name = strepy (hostname, name);




Analysis

The following analysis is based on information in [6,7,8]

A

A

The number of bytes that can be overwritten is sizeof (char *), which is 4 bytes on a 32 bit
machine, and 8 bytes on a 64 bit machine.

In a calculation of the size needed to store certain data, the size of a char pointer is missing,
resulting in array too small.

Buffer over write is done by strcpy (continuous reach).

Qualysdeveloped an attack on the Exim mail server, exploiting this vulnerability, as proof of
concept.

This attack uses an initial buffer overwrite to enlarge the number in the size field of a portion

of memory that is available for the next allocation.

This modification enables a subsequent overwrite that enables write -anything-anywhere,

y)j ke "kp"vwtp"gpcdngu"qgxgtytkvkpi"GzkoXu" Cee
code execution.


https://samate.nist.gov/BF/Examples/BOF.html#ref

2 1T Solution

GhostY gethostbyname buffer overflow is:
A Incorrect Calculation, (specifically Missing Factor) leads to
A Data Exceeds Array (specifically Array Too Smal),
A where a Moderate number of bytes
A are Written to the Heap
A in a Continuousreach
A After the array end,

A which may be exploited for Arbitrary Code Execution
eventually leading to Denial Of Service




Chrome: CVE2010-1773

https://samate.nist.gov/BF/Tutorial.docx


https://samate.nist.gov/BF/Tutorial.docx

A GHIDINEES CVE2010-1773

Create a BF description of CVE2010-1773:
1. Examine the listed below CVE description, references, and source code excerpts with bug and fix.
2. Analyze the gathered information and come up with a BF description utilizing the BOFtaxonomy.

CVE-2010-1773 (Chrome WebCore): TDff-by-one error in the toAlphabetic function in
rendering/RenderListMarker.cpp in WebCorein WebKit before r59950, as used in Google Chrome before
5.0.375.70, allows remote attackers to obtain sensitive information, cause a denial of service (memory
corruption and application crash), or possibly execute arbitrary code via vectors related to list markers for
HTML lists, akardarr t gdngo " : 22; 33: 04" ] ,; _

[9] The MITRE Corporation, CVE Common Vulnerabilities and Exposures,
[10] Robin Gandhi,
[11] Tracker,
[12] chromium, Diff of /branches/WebK|t/375/WebCore/render|ng/RenderLlstMarker cpp.
[13] chromium, Contents of /branches/WebKit/375/WebCore/rendering/RenderListMarker.cpp.
[14] chromium, Contents of /branches/WebKit/375/WebCore/rendering/RenderListMarker.cpp.
[15] webkit,
. Reviewed by Darin Adler.
[16] Hat Bugzilla i



