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Vulnerability R&D _~ Cybersecurity

® Vulnerability exploits — primary infection vector ® Defender’s Paradox

Stolen
EXP'OIt Credentials

Vulnerability

Mandiant, 2025 @ Attackers { Defenders
® Finding/fixing code defects: $600+ B O umerElngy | WISE SEeure enir
CIsQ, 2022 to fail many systems  critical infrastructure

‘ Accelerate vulnerability R&D to empower defenders
v' Al-based agents and systems

v' Formal verification methods

NIST Priority: Secure US critical infrastructure.



Advance Vulnerability Analytics

* Vulnerability repositories NIST

Information Technology Laboratory

O N V D, K EV NATIONAL VULNERABILITY DATABASE

o % (& M) JECVE-2023-21557 Detail

Current Description

o P ro b | e m - I i m ite d a n a Iyti CS Windows Lightweight Directory Access Protocol (LDAP) Denial of Service Vulnerability
o Narrative descriptions Metrics

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

o Static, subjective data

ii i NIST: NVD Bases:ore: Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:H
o Lack of labeled datasets
ii i CNA: Microsoft Base Score:- Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/1:N/A:H
Corporaticm

‘ Multi-dimensional vulnerability formalism?
v’ Formal specification v" Dynamic vulnerability classifications

v Secure coding principles v' Contextual connections

v' Automatic generation v Analytics and scoring

NIST Priority: Al-based agents to secure US critical infrastructure.


https://nvd.nist.gov/
https://nvd.nist.gov/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cve.org/
https://www.cve.org/
https://cwe.mitre.org/

Bugs Framework

® Multi-dimension classification of security bugs and related to them faults

® Understand vulnerabilities — weakness causation, propagation, convergence

BF Security Vulnerability Model

Buga in Errora;— Errory, — Errory, — Final E Fault O q Errory;— Errory—
Operationa; Fault Operandy Fault Operandas;  Fault Operandy,, Inal krrora ault Lperand, Fault Operandyy;  Fault Operandy

Initial Statea;

Final Errory

Propagation State, Final Statea, Propagation Statey; Final Statey,
(operationy,, . ) ) .
(operationyy, ..., (operationay, ..., Zilluie (operationyy, (operationy, ...
operandpiq, ... i Failure
operanday;, ...) operandanp, ... ) operandyg;, .. ) operandyy, ... ) N

operandyyj, -..) (exploit,, vector,)

(exploity, vectory)

/

BF, I. Bojanova

Improper State— An operation, operand;, .., operand,) tuple withatleast oneimproperelement (depicted in purple)

Bugg in Errorg; — Errorg,, — )
Operation Fault Operand Fault Operand Final Errorg
p B1 p B2k /_p\ Bmq Initial State—a weakness caused by a Bug in the Operation, resulting in an Error
Initial Stateg; . Propagation State — a weakness caused by a Fault of an Operand, resulting in an Error
Final Stategm,
(operationg, . ) . o .
(operationgy, ..., Final State — a weakness caused by a Fault in an Operand, resultingin a Final Error
operandgiy, ...

d
operandgy;, ... ) operandgm, ---)

A Failure —a violation of a security requirement caused by an exploit; may result in a Fault starting a new faultenly vulnerability
™~ Chaining weaknesses underlying avulnerability @ Converging vulnerabilities
‘.

Pending Patent: U.S. Patent Application No. PCT/US2025/038662, Bugs Framework (BF) — A System for Formal Specification of Cybersecurity Weaknesses and Vulnerabilities, Definition of Secure Coding Principles,
and Generation of Weakness and Vulnerability Datasets and Vulnerability Classifications. Owner: The Government of the Unites States, as represented by the Secretary of Commerce. Inventor: Irena Bojanova


https://usnistgov.github.io/BF/

NVD—-BF: Heartbleed

BF Specification of CVE -2014-0160 — Heartbleed in OpenSSLv1.0.1 before v1.0.1g

AXCVE-2014-0160 Detail

_INP Weakness Code Defect Bug Operation Data Error
Data Verification Missing Code Verify Inconsistent Value
DESCﬂptIOI‘I (DVR) in 'dtls1_process_heartbeat(SSL *s) length 'payload’
The (1) TLS and (2) DTLS implementations in OpensSSL 1.0.1 before 1.0.1g do not properly handle Heartbeat Extension packets, which allows remote Mechanism Source Code Execution Space Data State
attackers to obtain sensitive information from process memory via crafted packets that trigger a buffer over-read, as demonstrated by reading private keys, Range Thi rd—Part\/ Local Transferred
related to d1_both.c and t1_lib.c, aka the Heartbleed bug. 1+ 2+ 16<=s->s3->rrec.length ssl /d1_both.c: 1462 via network

1+ 2 + payload + 16 <= s>s3->rrec.length

ssl /t1_lib.c: 2591

Metrl €S | cvssversion4.0 CVSS Version 3.x CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

_MEM Weakness

Data Fault

Operation Address Error
Memory Addressin - - :
NIST: NVD Base score: |[icH] Vector: CVS5:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/N/AN i g Wrong Size ] Reposition N Over Bounds Pointer
(MAD) in 'memcpy(bp, pl, payload)' pointer pl'
Mechanism Source Code Execution Space Size Kind Address Kind
ADP: CISA-ADP Base Score.- Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/1:N/A:N Sequential Third-party Userland Used Heap
ssl /d1_both.c:1487 for s—>s3->rrec.data[0]
Weakness Enumeration ssl /t1_lib.c:2620
Memory Corruption/Disclosure
CWE-125 Out-of-bounds Read & NIST - CISA-ADP _MEM Weakness Address Fault Operation Final Error
Memory Use )
(MUS) . pver Bounds Pointer ‘ Rgad Buffer (y)vs—:‘rfRead
in 'memcpy(bp, pl, payload) object pl
Mechanism Source Code Execution Space Size Kind Address Kind Address State
Sequential Third-Party Userland Used Heap Huge

ssl /d1_both.c:1487 up to 64kb per exploit
I /t1_lib.c:2620
Augment )
Memory Corruption/Disclosure Failure
. . oo . _MEM Weakness Code Defect Bug Operation Final Error
v" NVD description — BF specification

Memory Use o Clear _
/ . . (MUS) Missing Code — object — Not Cleared Object
CVSS SCO res B F att rl b Utes a n a |yt I CS Mechanism Source Code Execution Space Size Kind Address Kind Address State BF Tool, I. Bojanova

. . Sequential Codebase Userland Actual Heap Huge
v’ CWE assignments — BF security rules

Bug |:| Operation Fault / Error Final Error /\ Failure



NVD by BF Types

NVD labels 190,000+ CVEs with CWEs

® 60% map to two BF Class Types
v’ 68,000+ — BF _INP
v’ 46,000+ — BF _MEM

® Most relate to
v’ Injection

v" Memory Corruption/Disclosure

) Now it’s the time!

«— SQL Injection

«— Buffer Overflow

NVD by BF Class Type

73517 (38%) 68513 (36%)

46231 (24%)
3631 (2%)

BF INP =BF MEM BF DAT  Other



Al-Based Agents

® Analyze < BF definitions, taxonomy, rules

Descriptions

. . . xamples /| /N
v" Narrative descriptions «— NVD, CVE, CWE, KEV, CPE, EPSS Basic C5 & securiy o
Description
v Software «— source code o pose Severity sore
Taxonomy ssignments
v" Hardware code < firmware, microcode
! CWE2I3F NVD

Other Vulnerability
Repositories

Commit URLs

GitHub

Codes with Fix

® Generate <« BF formal language
v" Vulnerability specifications
v" Secure coding principles BEOWE  Cvesw/owes

® Validate/Verify

v' Toward BF Formal Language

BFCWE
Tool

CISAKi ited
Vulnerabilities Catalog
Code with Diffs

Exploited
Vulnerabilities

BFC\VEpre Code Analysis

‘ Al-centered vulnerability platform
v Comprehensively labeled vulnerability datasets
v' Al agents, APIs, Uls, and Apps

Exploit
Probability

BF

NIST Priority: Al-based agents to secure US critical infrastructure. \ BF Vulnerability

Classification



NVD-BF (or NVDEBF) Platform

* Why NIST?
v Team expertise in cybersecurity, FM, Al-based agent
v NIST BF inventor, patent in NIST custody
v" Industry, government, academia partnerships

3) Potential impact
v’ Unprecedented cybersecurity analytics capabilities
v’ Highly informed cybersecurity R&D innovations
v Unambiguous communication about cybersecurity
v" Solidifying NIST NVD as authoritative reference

* Risks if not done

Outcome

v’ Breakthrough vulnerability classifications
v" Al-based agents, APIs, Uls, and Apps

— Establish NIST BF as the standard for
specifying cybersecurity vulnerabilities

v’ Cybersecurity experts and automated systems will continue to struggle
due to lack of precise descriptions of the publicly disclosed vulnerabilities

v’ Parallel efforts—EUVD, OSV, etc.—will eventually do it and gain advantage

NIST Priority: Secure US critical infrastructure.


https://euvd.enisa.europa.eu/
https://osv.dev/

Potential Collaborators

® NIST Researchers

Irena Bojanova —cybersecurity, formal methods—

Tim Blattner —Al models, Al-based agents—
Jason Collard—AlI, NLP, formal methods—

Jeff Voas —cybersecurity, digital twin—
Rick Kuhn ~ —combinatorial testing—

® Non-NIST PhD Candidates

Purdue University

Colorado State University

Idaho National Laboratory

JHU, Applied Physics Laboratory
University of West Attica
University of Quebec

ITL/775.01

ITL/775.02
ITL/775.04

ITL/773.03
ITL/773.02
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* By properties—e.g.,
v’ Root cause — code bug, hardware induced data fault
v’ Propagated error — data fault
v’ Final error — exploit vector
v’ Operation or operand attribute
v Combination of BF taxons

* Bysimilarities—e.g.,
v Number of underlying weaknesses
v’ Identical chains of weaknesses

» Deep vulnerability analytics — e.g.,
v" Most severe weaknesses/vulnerabilities
v" Most exploited weaknesses/vulnerabilities
v’ Systematic input safety issues by vendor/product
v’ Systematic memory safety issues by vendor/product

Descriptions
Examples

ooooooooooooooooooooo

Basic CS & Security

Research .
Description
BF CWE .
Taxonomy Assignments Severity Sore
CWE23 NVD
F Other Vulnerability
Repositories
BFCWE
Tool

Commit URLs

CVEs w/ CWEs
BFCWE GitHub

Codes with Fix

CISAKi ited
Vulnerabilities Catalog
Code with Diffs

Exploited
Vulnerabilities

BFC\VEpre Code Analysis

Security Experts, LLMs

Exploit
Probability

BF

\ BF Vulnerability

Classification



BF-Based Al-Powered Systems

Build a BF Vulnerability Al Model

( Start )

e |
: BF I
: BFVUL Structure :
M N
| —
: : : BF Context Data
| |
: | | BF Security Concepts BF Taxon Definitions
: Load BF 4:—4 Definitions
| |
| .
| | | BF Taxonomy BF Semantic Gra phs
| : : and Matrices
|
| _- e ——————————————————————— e ———
: : : BF Training Dataset
| |
I BF Vulnerability ’4:’_,| Vulnerable Code
: Specifications | :
| : | BF Vulnerability Specifications
-  _______ J L

v

Test cases,

Build BFVUL Al Model

End

v" Vulnerability reports
Automate
v' Bug/fault detection and prioritization
v" Vulnerability resolution or mitigation

BF, I. Bojanova

BF-Based ML/Al Vulnerability

System

Start

Vulnerable Code, Descriptions

/' (CVE, NVD,

CWE, etc.)

BFVUL Structure

Load BF via
BF APIs, BFFL APIs

Train BFVULAI

Model

BF Backward State Tree

(BFVuI APIS) BF Final Error/Weakne

(BFVULPre APIs)

—

Identify BF Failure and

SS

l

Partial BF Specifications
(BFVULPre APIs)

l

BFVUL Al Model

Generate BFVUL

Validate Generated BFVUL ‘
(BFFL Parser API) |

1

Validate toward Partial BF Specifications
(BFVULPre APIs)

|

BFVUL in Machine-Readable Format
(BF Tool)

BFVUL in Graphical Format
(BF Tool or BFVUL APIs)

BFVUL Webpages
(BFVUL APIs)

ves Are No

Analyze Vulnerability

Vulnerabilities?

Specifications

Generate Testcases/
Vulnerability Report/ ...

Specification

BF, |. Bojanova



BF-Based FM-Powered Systems

BF-Based FM Vulnerability System

( Start )

I e
| | \ 4
| BF Formal Identify Failure, Final L I Potentially Vulnerable
: Language Error, Weakness T Code, Descriptions
: v : l
| . Generate BF |
|
: A BF Security Rules Backward State Tree |
| BF Vulnerability I Analyze Code to
I Specifications I Extract Formal Model
|
| |
|
[ |
BF Formal Language .- | 4 |
A
. .
BF SeCU r|ty RU|eS Define BF FM Express BF FM security

Vulnerability Model invariants and inference rules

® BF Backward State Tree

=)

® Prove correctness Prove Existence of

Prove Correctness
Bugs/Weaknesses

A

® Prove existence of bugs/
weaknesses and vulnerabilities

A 4

( End ) BF, I. Bojanova



BF Causal Taxonomies

Memory Corruption/Disclosure (_MEM) Class Type
Memory Use (MUS) Class

Causes Operations Consequences
Code Bug Initialize Object Data Error
Missing Code Dereference Uninitialized Object
Erroneous Code Read
Write
Clear Memory Corruption/Disclosure Final Error
Data Fault . Not Cleared Object
Forbidden Addrgss NULL Pointer Dereference
Wrong Size Operands Untrusted Pointer Dereference
Object Corruption
Type Fault Data Type Confusion
Casted Pointer Type Use After Deallocate
Adglress Buffer Overflow
Size Buffer Underflow
Address Fault . Buffer Over-Read
NU.LL Po!nter Buffer Under-Read
Wild Pointer Uninitialized Pointer Dereference

Dangling Pointer
Untrusted Pointer
Over Bounds Pointer
Under Bounds Pointer
Wrong Position Pointer

Size Fault
Not Enough Memory

Bug Fault/Error Final Error Operation/Operand




ication Models

Memory Bugs Model BF Vulnerability Specification Model
Object Bug Type Buggy Operation Error Type,
S
pace Weakness Type - Operation, Bl
A Other Object Weakness; J Operand,, ... Operandy;, ... !
/ NULL
Operandy; Kind Operand;s Kind Mechanism Source Code  Execution Space
Valuey .. Valueqss Valuey, Value;, Value,,
/ MAD (Owner) Operand,; State Operand; State
Valueqqy Value s (Bug, Operation,, Error;) < lookup_weakness_trip!

Initialize

assign &
position

Operation,, Operation,) «— lookup_operation_flow()

Fault,.Type « Error,.Type

\ Fault Type, Operation with Faulty Operand Error Type,
Weakness Type, .
\ — Operation, Bl
p Weakness, L Operand,, ..., Operandy, ... ?
MAL (Object)

Operand,; Kind Operand s Kind Mechanism Source Code  Execution Space
Value,q, .. Value,s, Value,,, Value,, Valuey,
Operand,, State Operand,s State

Value,qy Value s (Fault,, Operation,, Error,) < lookup_weakness_tripl€)

Extend

Upper ‘)l Allocate
Bound [

o

Reallocate

peration,, Operation,) «<— lookup_operation_flow()

Fault,.Type « Error,.Type

MUS (Object) 2\
Fault Type .1 Operation with Faulty Operand Final Error Type
Weakness Type
Dereference ypen ot Operationy Final Error
) Weaknessy N Operandy,, ..., Operandyp, ...
Size Clear Operandy; Kind Operandys Kind Mechanism Source Code  Execution Space
Valueyas ... Valueys Valueym, Valuey, Valuey,
Read Operandy; State Operandy;s State
Valueys Values (Fault,_,, Operation,, Final Error) « lookup_weakness_triplg)
/ (Final Error, Exploit,) «— flow_lookup()
(Final Error, Exploitg) «— flow_lookup()
MDL (Object)
Bug Type— Code or Specification
Lower \ Fault/Error Type— Data, Name, Type, Address, or Size
Reduce ) i . , ’
Bound — Causation within weaknesses—by valid (cause, operation, consequence) triples

Failure Type, Failure Typer v
Failure, Failureg

Reallocate

o . _ .
Deallocate Causation between weaknesses— by flow of operations

Propagation between weaknesses — by same error/fault value or type

. Object Bug DOperaﬁon Exploit, Exploit
S~ — D Lifetime Vector; Vectorg
Create N estroy Fault / Error Final Error Failure

Object Object In Use Object BF, |. Bojanova, 2014-2024

BF, I. Bojanova, 2020-2024




BF Formal Language

* Specification of cybersecurity weaknesses and vulnerabilities

SyntaxRules :
S = Vulnerability Converge_Failure
Vulnerability ::= Bug_Fault Operation OperAttrs_Error_Final Error
Bug_Fault ::= Bug

| Fault
OperAttrs_Error_FinalError ::= OperationAttribute OperAttrs_Error_Final Error
| Error Fault) OpradAttrs_Operation
| FinalError
OprndAttrs_Operation == OperandAttribute OprndAttrs_Operation SemanticRules :
| Operationy, OperAttrs_Error_Final Error (Bug, Operationy, Ermr) + lookup_weakness triple()
Converge_Failure ::= & Vulnerability Converge_Failure (Bug, Operation,, anafErmr) + lookup_weakness_triple()
| Vector Exploit NextVulner_Failure (Faulty, Operationy, Error), k > 1 < lookup_weakness_triple()
NextVulner_Failure ::= Fault; OprndAttrs_Operation (Fam'n ., Operationy,, Finm'Ermr), k> 1 <« lookup_weakness_triple()
| Failure € (Operationy,...Operationy), k > 1 <+ lookup_operation_flow()
Fault; + if (Fault,.ClassType == ErrorClassType) then Error
Predicates :
Faulty.Type == Error.Type
Vector.Type == FinalError.Type

Faulty Type == ExploitResult. Type
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