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Know Your Weaknesses

¸ They Know Your Weaknesses ҭ Do You? 

¸ Knowing what makes your software systems vulnerable to attacks is critical, 
Ą as software vulnerabilities hurt:
 security

 reliability , and 

 availability of the system as a whole

¸ Software ҭ should be free of known weaknesses (bugs)
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Objective and Need

¸ Objective: Develop a complete, orthogonal , attributes  based classification  
of software bugs that would improve dramatically on:

ҭ the current CWE definitions (vocabulary) used for defining software weaknesses, and 

ҭ how vulnerability classes are described for modern software development. 

¸ Need: 

V CWE is a repository of known (reported) weaknesses in the form of 
a nomenclature (numbered items) that has overlaps and gaps in coverage. 

V Current CWEs definitions  are often inaccurate, imprecise or ambiguous, 
which makes it difficult to measure, express, and explain 
applicability of different software quality assurance techniques or approaches for software security. 

V Other existing classifications and guides also have 
their own problems related to coverage, accuracy and precision.

¸ Gap: Software security issues are often described incorrectly, and defined inaccurately, 

Ą which tremendously impacts on how threats, attacks, patches, and exposures are communicated .
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Resent External Presentations

¸ Visibility + Seeking Collaboration Ą Presentations To:

NITRD SPSQ IWG ҭ July 11, 2019: 

Ą NSF, NASA, BLS, NIST, NOAA, NRL

NITRD CSIA IWG ҭ August 22, 2019:
Ą DISA, DHS, NSF, NRC, DARPA, NRL, ONR, 
OSD, DOE, DOD HPCMP, AFRL, NCO
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Outline

1. The Bugs Framework (BF)

2. Existing Repositories of Bugs, Vulnerabilities, and Attacks

3. Problems with Current Bug Descriptions

4. Need for Structured, Precise, Orthogonal Approach

5. Developed BF Classes



7

The Bugs Framework (BF)
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The Bugs Framework (BF)

The Bugs Framework (BF) is 
a precise descriptive language for software bugs

Ą allows to more accurately and precisely define 
software bugs and/or vulnerabilities.

ă Factoring and restructuring of information in CWEs, SFPs, and STs, 
and classifications from NSA CAS, IDA SOAR, SEI-CERT, and more.



9

BF Taxonomy

BF is a set of bug classes. Each BF class:

¸ Has an accurate and precise definition and

¸ Comprises:

V Level (high or low) ҭ identifies the fault as language -related or semantic. 

V Attributes ҭ identify the software fault.

V Causes ҭ bring about the fault.

V Consequences ҭ to which the fault could lead.

V Sites ҭ locations in code where the fault might occur.

o Sites are identifiable mainly for low level classes 

Ą BF uses precise definitions and terminology.

¸ BF is descriptive, not prescriptive.

V It explains what happens. 

VVjgtgҲu"pqv"gpqwij"fgvckn"vq"
usefully predict the result.

¸ BF is language independent.
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BF Class Graph
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oAt least one attribute (underlined) identifies the software fault. 

oCauses and consequences are directed graphs.
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Quick Examples of BF Classes:

¸Buffer Overflow ( BOF)

I̧nformation Exposure ( IEX)
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¸Buffer Overflow ( BOF)



13

BF: Buffer Overflow (BOF)

¸ Our Definition: 

The software accesses through an array a memory location 
that is outside the boundaries of that array.

Ą Clearer than CWE-119: Improper Restriction of Operations within the Bounds of a Memory Buffer: ҵVjg"
software performs operations on a memory buffer, but it can read from or write to a memory location that is 
qwvukfg"qh"vjg"kpvgpfgf"dqwpfct{"qh"vjg"dwhhgt0Ҷ

V clarifies that access is through the same buffer to which the intended boundary pertains. 

V accurately, precisely, and concisely describes violation of memory safety .

Related CWEs, SFP and ST:

¸ CWEs are119, 120, 121, 122, 123, 124, 125, 126, 127, 786, 787, 788, 805, 806, 823.

¸ SFP cluster is SFP8 Faulty Buffer Access under Primary Cluster: Memory Access.

¸ ST is the Buffer Overflow Semantic Template.

https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/121.html
https://cwe.mitre.org/data/definitions/122.html
https://cwe.mitre.org/data/definitions/123.html
https://cwe.mitre.org/data/definitions/124.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/126.html
https://cwe.mitre.org/data/definitions/127.html
https://cwe.mitre.org/data/definitions/786.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/788.html
https://cwe.mitre.org/data/definitions/805.html
https://cwe.mitre.org/data/definitions/806.html
https://cwe.mitre.org/data/definitions/823.html
http://faculty.ist.unomaha.edu/rgandhi/st/bufferoverflowtemplate.pdf
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BOF: Causes, Attributes, and Consequences
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CVE-2014-0160 (Heartbleed) description using BOF taxonomy:

BOF: Example  ҭ CVE-2014-0160 (Heartbleed)

Cause: Input Not Checked Properly leads to Data Exceeds Array (specifically, Too Much Data)
Attributes: 

Access: Read
Boundary: Above 
Location: Heap 
Data Size: Huge 
Excursion: Continuous 

Consequence: IEX (if not had been cleared)

See: https://samate.nist.gov/BF/Examples/BOF.html

https://cve.mitre.org/cgi-bin/cvename.cgi?name=cve-2014-0160
https://samate.nist.gov/BF/Examples/BOF.html
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BF Descriptions of BOF Related CWEs
CWE BF Class

ID Name BOF 

Cause(s)

BOF Attributes BOF 

Consequences
Access Boundary Location Magnitude Data Size Excursion

119 Improper Restriction of Operations within the 

Bounds of a Memory Buffer

Wrong Index/ Pointer Out of Range any any any any any any any 

120 Buffer Copy without Checking Size of Input 

('Classic Buffer Overflow')

Array Too Small Write Above any any any Continuous any

121 Stack-based Buffer Overflow any BOF cause Write any Stack any any any any 

122 Heap-based Buffer Overflow any BOF cause Write any Heap any any any any 

123 Write-what-where Condition any BOF cause Write any any any any Discrete any 

124 Buffer Underwrite ('Buffer Underflow') Wrong Index/ Pointer Out of Range Write Below any any any any any 

125 Out-of-bounds Read PAR leads to Pointer Out of Range Read any any any any any IEX

126 Buffer Over-read any BOF cause Read Above any any any any IEX

127 Buffer Under-read Wrong Index/ Pointer Out of Range Read Below any any any any IEX

786 Access of Memory Location Before 

Start of Buffer

Wrong Index/ Pointer Out of Range any Below any any any any any 

787 Out-of-bounds Write any BOF cause Write any any any any any any 

788 Access of Memory Location After 

End of Buffer

Wrong Index/ Pointer Out of Range any Above any any any any any 

805 Buffer Access with Incorrect Length Value Data Exceeds Array any Above any any any Continuous any 

806 Buffer Access Using Size of Source Buffer Too Much Data (source size used) any any any any any Continuous any 

823 Use of Out-of-range Pointer Offset Incorrect Calculation leads to PAR 

leads to Pointer Out of Range

any any any any any Discrete any 

https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/120.html
https://cwe.mitre.org/data/definitions/121.html
https://samate.nist.gov/BF/Classes/BOF.html
https://cwe.mitre.org/data/definitions/122.html
https://samate.nist.gov/BF/Classes/BOF.html
https://cwe.mitre.org/data/definitions/123.html
https://samate.nist.gov/BF/Classes/BOF.html
https://cwe.mitre.org/data/definitions/124.html
https://cwe.mitre.org/data/definitions/125.html
https://samate.nist.gov/BF/Classes/PAR.html
https://samate.nist.gov/BF/Classes/IEX.html
https://cwe.mitre.org/data/definitions/126.html
https://samate.nist.gov/BF/Classes/BOF.html
https://samate.nist.gov/BF/Classes/IEX.html
https://cwe.mitre.org/data/definitions/127.html
https://samate.nist.gov/BF/Classes/IEX.html
https://cwe.mitre.org/data/definitions/786.html
https://cwe.mitre.org/data/definitions/787.html
https://samate.nist.gov/BF/Classes/BOF.html
https://cwe.mitre.org/data/definitions/788.html
https://cwe.mitre.org/data/definitions/805.html
https://cwe.mitre.org/data/definitions/806.html
https://cwe.mitre.org/data/definitions/823.html
https://samate.nist.gov/BF/Classes/PAR.html
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BOF ҭ # of Possible Weaknesses

¸ Direct Causes: (2)

¸ Attributes: (2,2,2,3,3,2)

¸ Direct Consequences: (6)

¸ Using only the attributes Access, Boundary, Location: 8 (= 2x2x2 )

¸ Using all the attributes: 144 (= 2x2x2x3x3x2 )

Using all the attributes, the 3 direct causes, and 6 consequences, without constraints:
Total 2592 (= 3x ( 2x2x2x3x3x2 ) x6 )

¸ Using all the attributes, the 3 direct causes (Array Too Small, Too Much Data, and Wrong 
Index / Pointer Out of Range), and the 6 direct consequences, with constraints: assuming  that if the Cause is Array 
Too Small or Too Much Data then Boundary=Above and Excursion=Continuous.
Total 1296 (=864+432)

Details:

¸ 864 (=6x144) (the cases in which cause = Wrong Index / Pointer Out of Range)

¸ 432 (=2x(2x1x2x3x3x1)x6) (the cases in which cause = Array Too Small or Too Much Data)
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I̧nformation Exposure ( IEX)
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BF: Information Exposure Model
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BF: Information Exposure (IEX)

¸ Our Definition: 

Information is leaked through legitimate  or side channels.

Note that leakage to an entity that should not have information is included, 
not just leakage that is a security concern.

IEX is related to: BOF, INJ, CIF, ENC, VRF, KMN, TRN, PRN.

Related CWEs and SFPs:

¸ CWEs related to IEX are: 8, 11, 13, 200, 201, 202, 203, 204, 205, 206, 207, 208, 209, 210, 211, 212, 213, 214, 215, 226, 
244, 260, 359, 377, 385, 402, 403, 433, 488, 492, 495, 497, 498, 499, 524, 514, 515, 525, 527, 528, 529, 530, 532, 535, 
536, 537, 538, 539, 540, 541,546,  548, 550, 552, 555, 598, 612, 615, 642, 651, 668. 

There are many related CWEs, because information exposure can be the consequence of many weaknesses.

¸ The only related SFP cluster is SFP Primary Cluster: Information Leak.

https://cwe.mitre.org/data/definitions/8.html
https://cwe.mitre.org/data/definitions/11.html
https://cwe.mitre.org/data/definitions/13.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/201.html
https://cwe.mitre.org/data/definitions/202.html
https://cwe.mitre.org/data/definitions/203.html
https://cwe.mitre.org/data/definitions/204.html
https://cwe.mitre.org/data/definitions/205.html
https://cwe.mitre.org/data/definitions/206.html
https://cwe.mitre.org/data/definitions/207.html
https://cwe.mitre.org/data/definitions/208.html
https://cwe.mitre.org/data/definitions/209.html
https://cwe.mitre.org/data/definitions/210.html
https://cwe.mitre.org/data/definitions/211.html
https://cwe.mitre.org/data/definitions/212.html
https://cwe.mitre.org/data/definitions/213.html
https://cwe.mitre.org/data/definitions/214.html
https://cwe.mitre.org/data/definitions/215.html
https://cwe.mitre.org/data/definitions/226.html
https://cwe.mitre.org/data/definitions/244.html
https://cwe.mitre.org/data/definitions/260.html
https://cwe.mitre.org/data/definitions/359.html
https://cwe.mitre.org/data/definitions/377.html
https://cwe.mitre.org/data/definitions/385.html
https://cwe.mitre.org/data/definitions/402.html
https://cwe.mitre.org/data/definitions/403.html
https://cwe.mitre.org/data/definitions/433.html
https://cwe.mitre.org/data/definitions/488.html
https://cwe.mitre.org/data/definitions/492.html
https://cwe.mitre.org/data/definitions/495.html
https://cwe.mitre.org/data/definitions/497.html
https://cwe.mitre.org/data/definitions/498.html
https://cwe.mitre.org/data/definitions/499.html
https://cwe.mitre.org/data/definitions/524.html
https://cwe.mitre.org/data/definitions/514.html
https://cwe.mitre.org/data/definitions/515.html
https://cwe.mitre.org/data/definitions/525.html
https://cwe.mitre.org/data/definitions/527.html
https://cwe.mitre.org/data/definitions/528.html
https://cwe.mitre.org/data/definitions/529.html
https://cwe.mitre.org/data/definitions/530.html
https://cwe.mitre.org/data/definitions/532.html
https://cwe.mitre.org/data/definitions/535.html
https://cwe.mitre.org/data/definitions/536.html
https://cwe.mitre.org/data/definitions/536.html
https://cwe.mitre.org/data/definitions/537.html
https://cwe.mitre.org/data/definitions/538.html
https://cwe.mitre.org/data/definitions/539.html
https://cwe.mitre.org/data/definitions/540.html
https://cwe.mitre.org/data/definitions/541.html
https://cwe.mitre.org/data/definitions/546.html
https://cwe.mitre.org/data/definitions/548.html
https://cwe.mitre.org/data/definitions/550.html
https://cwe.mitre.org/data/definitions/552.html
https://cwe.mitre.org/data/definitions/555.html
https://cwe.mitre.org/data/definitions/598.html
https://cwe.mitre.org/data/definitions/612.html
https://cwe.mitre.org/data/definitions/615.html
https://cwe.mitre.org/data/definitions/642.html
https://cwe.mitre.org/data/definitions/651.html
https://cwe.mitre.org/data/definitions/668.html
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IEX: Causes, Attributes, and Consequences
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CVE-2017-5754 description using IEX taxonomy:

IEX: Example  ҭ CVE-2017-5754 (Meltdown) 

Cause: Hardware Behavior (CPU out-of-order execution)
Attributes:

Data Type: Any (passwords in password manager or browser, photos, emails, even business-critical documents)
Data Sensitivity: High
Data State: Stored (in kernel-memory registries of other processes or virtual machines in the cloud)
Data Size: Huge
Exposure: Selective
Frequency: On-Demand
Channel: Covert (cache-based timing)
Use: Any

Consequences: Any IEX consequence.

See: https://samate.nist.gov/BF/Examples/IEX.html

https://samate.nist.gov/BF/Examples/IEX.html
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BF Methodology 1. Identify BF Clusters and Relationships 

1.1. Identifying a BF class and its place in BF
Å Research bugs found in source code (examine CWE, SFPs, STs, etc.) and:

Ą Identify a new BF class.
Å Research relationships with other BF classes and: 

Ą Add the class to a BF cluster

1.2. Evaluating BF
Å Classify via BF at least three (eventually cover all) reported vulnerabilities (CVE and CAPEC).

Does defined BF structure allow 
orthogonal representation of bugs 
that lead to these vulnerabilities?

Yes

No

2. Develop BF Classes

2.1. Developing a BF class
Å Research related weaknesses (CWEs, SFPs, etc.) and models (or create models ):

Ą Create an accurate and precise class definition.
Ą Create taxonomy: chains of causes and consequences, attributes with values.

2.2. Evaluating a BF class
Å Research reported vulnerabilities (CVEs) related to this class and describe at least three 

(eventually cover all) using defined taxonomy for this BF class.

Does defined taxonomy allow 
clear, unambiguous description of 

these vulnerabilities?

Yes

No

Is BF completed?
No

Yes

(Guidelines for developing and evaluation of BF classes)

BF ҭ complete orthogonal, attributes based classification of software bugs.

BF Class Definition:

Å Concise, unambiguous description of the fault(s).

Å Format: ҵthe software does >>vjku"cpf"vjcv"ytqpi@@Ҷ.

BF Class Taxonomy:
Å Causes
VWhat leads to the fault?

Å Consequences (descriptive, not prescriptive)
VWhat the fault leads to?

Å Attributes
V Focus on the failure attributes of this class.
VWhat parts of the system are involved in the fault?
VWhat are the details of the fault?

o What assumptions are violated? What parts of the definition are affected?
o Yjcv"fqgupҲv"jcrrgp"vjcv"ku"uwrrqugf"vqA"Yjcv"jcrrgpu"vjcv"ku"pqv"uwrrqugf"

to? What exactly goes faulty (what data or resource)? How does it happen?

BF Description of a Vulnerability:
Å Format: <<cause>> [(specifically <<sub-cause>>)] {leads to <<cause>> [(specifically 

<<sub-cause>>)]} [that ] allows <<bug-description -via-attributes>>, which may be 
exploited for <<consequence>>{, leading to <<consequence>>}

[] - "zero or one"; {} - "zero or more"

START

END
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NgvҲu"Uvgr"Dcem"hqt"c"Oqogpv

Ą Existing Repositories of Bugs, 
 Vulnerabilities, and Attacks

Ą Problems?
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Repositories of Bugs, Vulnerabilities, and Attacks

Å Common Weakness Enumeration (CWE)

Å Software Fault Patterns (SFP)

Å Semantic Templates (ST)

Å NSA Center for Assured Software (CAS) Weakness Classes

Å Software State-of-the-Art Resources (SOAR) Matrix

Å Software Engineering Institute (SEI), Carnegie Mellon University, CERT C Coding Standard 

Å Common Vulnerabilities and Exposures (CVE)

Å Open Web Application Security Project (OWASP): Vulnerability

Å Common Attack Pattern Enumeration and Classification ( CAPEC)

Ą NgvҲu"vcmg"c"nqqm"cv"vjgoҿ
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Common Weakness Enumeration (CWE)

CWE ku"c"ҵfkevkqpct{Ҷ"qh"
observed bugs or flaws in software.

More than 600 distinct classes, e.g.,
V Buffer overflow
V Directory traversal
V OS injection
V Race condition
V Cross-site scripting
V Hard-coded password
V Insecure random numbers.

CWE is a community effort.

Fig. CWE Efforts Context and Community 
[http://cwe.mitre.org/about/images/lg_consensus.jpg]
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Use of CWE

CWE ҭ for use by those who: 

Å Create software 

Å Analyze software for security flaws 

Å Provide tools & services for finding & defending against security flaws in software.

CWE Compatibility and Effectiveness Program: 

1. CWE Searchable 

2. CWE Output 

3. Mapping Accuracy 

Designations for products or services: 

V CWE Compatible ҭ meet 1) to 4) 

V CWE Effective ҭ meet all 1) to 6)

4. CWE Documentation 

5. CWE Coverage 

6. CWE Test Results

Static analysis tools:
Å encouraged to map their reports to corresponding CWEs, 
Å so that the results from different tools could have 

a standard baseline to be matched and compared.
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Software Fault Patterns (SFP)

¸ Software Fault Patterns (SFP) is a generalized description of 
an identifiable family of computations that are: 

V Described as patterns with an invariant core and variant parts

V Aligned with injury

V Aligned with operational views and risk through events

V Fully identifiable in code (discernable)

V Aligned with CWE

VWith formally defined characteristics.

Ą See the clusters in Table 2 here:DoD Software Fault Patterns (go to p.26)

 

http://www.dtic.mil/cgi-bin/GetTRDoc?AD=ADB381215
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Software Fault Patterns (SFP)

¸ Software Fault Patterns (SFP): Classify, Identify patterns, Test cases generator.

¸ SFP are a clustering of CWEs into related weakness categories.

¸ Each cluster is factored into formally defined attributes, with: 

V Ukvgu"*ҵhqqvjqnfuҶ+

V Conditions

V Properties

V Sources

V Sinks, etc.

¸ SFP categories cover 632 CWEs, 

¸ plus there are 8 deprecated CWEs. 

In addition, there are: 

¸ 21 primary clusters

¸ 62 secondary clusters

¸ 310 discernible CWEs

¸ 36 unique SFPs.
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Semantic Templates (ST)

Semantic templates (ST) build mental models , 
which help us understand software 
weaknesses. 

ST factor out chains of causes, resources and 
consequences that are present in CWEs. 

Each ST is a human and machine 
understandable representation of the 
following phases:

1.Software faults  that lead to a weakness
2.Resources that a weakness affects
3.Weakness attributes
4.Consequences/failures  resulting from the 

weakness.

Fig. Phrases in descriptions and common 

consequences ofCWE-120, colored according to ST:
Fault, Resource/Location , Weakness, Consequence

https://cwe.mitre.org/data/definitions/120.html
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ST

STs build mental 
models, which help us 
understand software 
weaknesses. 
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Other Repositories/Classifications

Å The National Security Agency (NSA) Center for Assured Software (CAS) defines 
Weakness Classes in its "Static Analysis Tool Study - Ogvjqfqnqi{ҵ

Å The Software State-of-the-Art Resources (SOAR) Matrix:

ҭDefines and describes a process for selecting and using appropriate analysis tools and 
techniques for evaluating software for software (security) assurance. 

ҭ In particular, it identifies types of tools and techniques available for evaluating software , 
as well as technical objectives those tools and techniques can meet.

Å Software Engineering Institute (SEI), Carnegie Mellon University, CERT C Coding Standard

Å Open Web Application Security Project (OWASP): Vulnerability

Ą See BF website.

https://samate.nist.gov/BF/
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Common Vulnerabilities and Exposures (CVE)

Common Attack Pattern Enumeration and Classification (CAPEC)

Å CVE is a list of instances of security vulnerabilities in software.

ҭ More than 9000 CVEs assigned in 2014 ҭ Heartbleed is CVE-2014-0160.

ҭ NIST National Vulnerability Database (NVD) ҭ adds fixes, severity ratings, etc. for CVEs.

Å CAPEC is a dictionary and classification taxonomy of known attacks

Ą See: https://cve.mitre.org/  

https://cve.mitre.org/


34

Problems with 
Current Bug Descriptions
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Problems With Current Bug Descriptions

The rise in cyberattacks lead to considerable community and government efforts 
to record software weaknesses, faults, failures, vulnerabilities and attacks.

Ą However, none of the resulting 
repositories/enumerations are
complete nor close to formal. 



36

CWE ҭ vjg"Dguv."dwv"cnuq"ҿ

¸ CWE is widely used:

V By far the best dictionary of software weaknesses. 

V Many tools, projects, etc. are based on CWE.

¸ However, in CWE:

V For very formal, exacting work, the Definitions are often inaccurate, imprecise or ambiguous.

VGpvtggu"ctg"ҵcoarse grainedҶ"ҭ 
each CWE bundles many stages, such as likely attacks, resources affected and consequences. 

V The coverage is uneven ҭ
some combinations of attributes well represented and others not appearing at all.
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CWE ҭ Imprecise Definitions

¸ CWE-78: Improper Neutralization of Special Elements used in an OS Command ('OS 
Command Injection'):  

ҵVjg"uqhvyctg"eqpuvtwevu"cnn"qt"rctv"qh"cp"QU"eqoocpf"using externally-influenced input from an 
upstream component, but it does not neutralize or incorrectly neutralizes special elements that could 
modify the intended OS command yjgp"kv"ku"ugpv"vq"c"fqypuvtgco"eqorqpgpv0"ҵ

 Ą Note that ҵwukpi"kprwvҶ."ҵkpvgpfgf"eqoocpfҶ."cpf"ҵkpeqttgevn{"pgwvtcnk|guҶ"ctg"kortgekug#
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CWEs ҭ Overlaps or Gaps in Coverage 

e.g. Buffer Overflow 

¸ Writes before start and after end:
CWE-346<"Dwhhgt"Wpfgtytkvg"*ҲDwhhgt"Wpfgthnqy)+
CWE-120: Buffer Copy without Checking Size of Input ('Classic Buffer Overflow')            

versus

¸ Writes (not expressed in title) in stack and heap:
CWE-121: Stack-based Buffer Overflow
CWE-122: Heap-based Buffer Overflow.

¸ Reads before start and after end:
CWE-127: Buffer Under-read 
CWE-126: Buffer Over-read

but

¸ No reads from stack and heap.

ҿ"yjkng"unkijv"xctkcpvu"iq"qp"cpf"qp<

¸ CWE-123: Write-what-where Condition

¸ CWE-125: Out-of-bounds Read

¸ CWE-787: Out-of-bounds Write

¸ CWE-786: Access of Memory Location Before Start of Buffer

¸ CWE-788: Access of Memory Location After End of Buffer

¸ CWE-805: Buffer Access with Incorrect Length Value

¸ CWE-823: Use of Out-of-range Pointer Offset


